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11 Switch Security Configuration

11.1 Implement Port Security

� Secure Unused Ports: shutdown

� kohnlehome.de/cisco/port-security.pdf

11.2 Mitigate VLAN Attacks

11.3 Mitigate DHCP Attacks

11.4 Mitigate ARP Attacks

11.5 Mitigate STP Attacks

� 11.2 - 11.5: kohnlehome.de/cisco/lan-security.pdf
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